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© Power failure detector and recovery apparatus for an electronic remote data recorder. 



© An electronic remote data recorder records 
pulses representing usage of a commodity such as, 
for example, water, gas or electricity from a plurality 
of consumers. The data from each consumer is 
stored in a respective data storage device. Each 
data storage device is associated with an interval 
data directory which stores the times at which sig- 
nificant events, affecting the data in the data storage 
device occurred. Thus, the data in the data storage 
device is compact, without requiring a contempora- 
neous time code for each data item. Data integrity is 
retained over a period of power outage in a non- 
volatile storage device. Initial, post-installation pro- 
r-gramming is enabled by comparing the data pattern 
©in the non-volatile storage device with a predefined 
W data pattern that is expected to exist once the ap- 
Oparatus has been programmed. A write-protect 
£j switch prevents programming during an incoming 
call after the initial programming. Programming from 
Oan externa! source may be permitted during a tele- 
phone call initiated by the data recorder itself. A 
UJ telephone line-sharing device permits a plurality of 
remote data recorders to share a single telephone 
line without interfering with each other. 
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ELECTRONIC REMOTE DATA RECORDER 



The present invention relates to data recorders 
and, more particularly, to digital data recorders 
adapted for remote access over dial-up telephone 
lines. 

Since the earliest days of utilities providing 
energy in the form of gas and electricity, the con- 
sumption of energy has been metered at the user's 
location. Collecting the metered data has been 
done traditionally by a meter reader visiting the 
user's consumer's location at regular intervals to 
note the indication on an indicator such as, for 
example, dials or drums on an electro-mechanical 
register or an electronic display or digital readout 
In one series of electric meters produced by the 
General Electric Company of the U.SA readout 
accuracy and speed are enhanced by an optical 
readout device accessing the data through an op- 
tical port provided under the trademark Optocom. 

The cost of electric energy is generally consid- 
ered to consist of two parts: out-of-pocket costs 
and capital costs. 

Out-of-pocket costs are those required for the 
generation and distribution of the electric energy. 
Such costs are fairly recovered by a charge based 
on the actual consumption of energy. 

Capital costs are those that the utility must 
bear to be prepared to supply the total electricity 
needs of all of its consumers. It is well known that 
the consumption of electricity has diurnal, as wed 
as seasonal, patterns. In the USA in hot summer 
weather, for example, it is well known that peak 
consumption is reached in some systems in the 
late afternoon as consumers return home and turn 
on their air conditioners. In winter, similar peaks 
arise from lighting loads synchronized by early 
darkness causing business and residential consum- 
ers to turn on lighting fixtures at about the same 
time. Business and industrial consumers produce 
consumption peaks from motor start-up loads and 
the energy consumption of air conditioning, lighting 
and other business and industrial uses. 

The size and cost of a plant for generating and 
distributing electricity are determined by the peak 
load the plant must accommodate. Thus, the 
capital cost of building a generation and distribution 
facility is similarly governed by the peak load, 
rather than the average load. 

Demand metering is concerned with the mag- 
nitudes of consumption peaks rather than with the 
times they occur. Conventional demand meters ac- 
cumulate the amount of energy usage in each of a 
continuous sequence of demand intervals. At the 
end of each demand interval, the energy consump- 
tion in the interval is compared to a stored value 
representing the maximum demand in all previous 



demand intervals in a current period. If the demand 
in the just-ended demand interval exceeds the de- 
mand in the previous demand interval having high- 
est demand, a new highest-demand is stored and 

5 the previous high demand is erased. When read 
out, the maximum demand is used to influence the 
rate at which the consumer's total electric energy 
consumption is billed for a period which may ex- 
tend for a period as long as a year or more. 

io The familiar electric meter for residential con- 
sumers contains a mechanical register accumulat- 
ing total energy usage in units of, for example, 
kilowatt hours. No distinction is made for the time 
during which the consumption occurs or for peaks 

is in energy consumption, as in time-of-use and de- 
mand systems. The times (of day. week and year) 
during which consumption occurs is critical to time- 
of-use or demand metering. 

Electronic demand and time-of-use register 

20 generally mimic the functions of their mechanical 
predecessors. Most electronic registers add display 
and analysis features not easily implemented in 
mechanical registers, but not of interest to the 
present invention. 

25 Physical reading of registers in electric meters 
is a substantial burden on the utility providing the 
electric energy. It is thus desirable to provide 
means for the utility to read the consumption and 
time-dependent time-of-use and/or demand data 

30 from user's registers without requiring a personal 
visit by a meter reader. 

One way to provide remote reading of a regis- 
ter includes a dedicated line such as, for example, 
a dedicated telephone line between a metering 

35 data center and a register in a consumer's facility. 
The metering data center is thereby enabled to 
query the condition of registers in the consumer's 
facility at will. From a practical standpoint, an en- 
ergy consumer, absent a metering failure, requires 

40 a readout only at intervals of, for example, once a 
week or once a month. It is unlikely that a utility is 
cost justified in interrogating the registers of even a 
large energy consumer more frequently than once 
a day. Thus, the relatively high cost of a dedicated 

45 telephone line is difficult to justify, even in the case 
of a large energy consumer. 

Another way to provide remote reading in- 
cludes the use of a dial-up telephone line with an 
auto-dial, auto-answer MODEM (modulator-de- 

so modulator) at the user's location. The amount of 
data that must be transmitted at any time between 
a metering data center and an energy user fits well 
with the data transmission rates of which commer- 
cial MODEM devices are capable. 

It is preferred that a data-communications sys- 
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tern used with the present invention be able to 
share telephone facilities with other uses such as, 
for example, normal incoming or outgoing voice 
communication. Such sharing requires that the sys- 
tem be able to recognize that the telephone line is 
in use, and to delay demanding use of the tele- 
phone line until it is free. It is further desirable that 
means be provided to permit the data-communica- 
tions system to be accessed by an incoming call. 
Such means may include, for example, an auto- 
answer function in which the system engages the 
incoming line after a predetermined number of 
rings have elapsed. 

Whenever incoming telephone calls may ac- 
cess a data-communications system, the subject of 
data security arises. It is not wise, in a revenue- 
intensive system such as a metering data commu- 
nications system, to permit unauthorized access to 
the data and. perhaps more importantly, it is crucial 
to prevent unauthorized tampering with the data or 
operating system. One method for avoiding un- 
authorized access to a data system includes the 
requirement that access to data requires input of a 
password. In the absence of the required pass- 
word, access is denied. A password can consist of 
any combination of alphanumeric and punctuation 
characters receivable by a MODEM. 

A further access-security method includes call- 
back control, wherein access to the system re- 
quires that an incoming call begin with a predeter- 
mined user code, equivalent to a password, be 
transmitted by the station calling in. The data com- 
munications system then hangs up. If it received a 
correct user code, it calls a telephone number 
associated with the user code. Only then is com- 
munication established. Thus, in order to establish 
communications, an incoming caller must have the 
correct user code and access to the particular 
telephone dialed in response to the user code. 

Numerous other security techniques including, 
for example, encryption, are well known to those 
skilled in the art and thus do not require further 
description. 

Best advantage can be taken of access through 
a dial-up telephone line if the line can be used for 
other purposes when not needed by the data com- 
munications system. For example, the data com- 
munications system may be connected in parallel 
with the user's existing telephone line. Except for a 
few relatively short periods when the data commu- 
nications system is in the process of communicat- 
ing data with the metering data center, the user's 
line is undisturbed by the presence of the data 
communications system. Steps must be taken to 
prevent the data communications system from in- 
terfering with other uses and to prevent other uses 
from corrupting the transmitted data. 

Besides a data-communications system, an 



electronic remote data recorder requires holding 
and recovery techniques to survive an intentional or 
unintentional power outage. Holding may be per- 
formed with battery backup for the most critical 

5 components and data. Recovery requires that re- 
cording resume without losing revenue data and 
with time-dependent functions updated according 
to actual clock time, regardless of the conditions 
that prevailed when the power loss occurred. In 

70 addition, means for programming the functions of 
the electronic remote data recorder, preferably over 
a telephone line, are desirable. An ability to reprog- 
ram remotely suggests that special security mea- 
sures be provided to avoid unauthorized tampering 

15 with this function. 

An aspect of the invention seeks to provide an 
electronic remote data recorder which overcomes 
the drawbacks of the prior art. 

A further aspect of the invention provides an 

20 electronic remote data recorder having means for 
holding data during a power outage and for re- 
covering after power resumption. 

A still further aspect of the invention provides 
an electronic remote data recorder having means 

25 for permitting telephone line sharing with other 
uses. 

A still further aspect of the invention provides 
an electronic remote data recorder having means 
for freezing changeable data during data transmis- 
30 sion. 

A still further aspect of the invention provides 
an electronic remote data recorder having program- 
mable write protection. 

A still further aspect of the invention provides 
35 an electronic remote data recorder having means 
for detecting a telephone line condition indicating 
that the telephone line is in use. 

A still further aspect of the invention provides 
an electronic remote data recorder having means 
40 for initializing programmable output switch condi- 
tions according to an internal clock time. 

A still further aspect of the invention provides 
an electronic remote data recorder having simpli- 
fied means for storing interval demand data and for 
45 tracking a load profile through a programming 
change or a time reset 

One aspect of the present invention provides 
an electronic remote data recorder which records 
pulses representing usage of a commodity such 
so as, for example, water, gas or electricity from a 
plurality of consumers. The data from each con- 
sumer is stored in a respective data storage de- 
vice. Each data storage device is associated with 
an interval data directory which stores the times at 
55 which significant events, affecting the data in the 
data storage device occurred. Thus, the data in the 
data storage device is compact, without requiring a 
contemporaneous time code for each data item. 
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Data integrity is retained over a period of power 
outage in a non-volatile storage device. Initial, post- 
installation programming is enabled by comparing 
the data pattern in the non-volatile storage device 
with a predefined data pattern that is expected to 
exist once the apparatus has been programmed. A 
write-protect switch prevents programming during 
an incoming call after the initial programming. Pro- 
gramming from an external source may be permit- 
ted during a telephone call initiated by the data 
recorder itself. A telephone line-sharing device per- 
mits a plurality of remote data recorders to share a 
single telephone line without interfering with each 
other. 

A second aspect of the invention provides a 
power fail detector and recovery apparatus for an 
electronic remote data recorder, the electronic re- 
mote data recorder including a processor therein, 
comprising: means for producing a power failure 
signal in response to a first predetermined voltage 
reduction in a power source to the electronic re- 
mote data recorder, the electronic remote data 
recorder being responsive to the power fail signal 
by halting operation of the processor, a non-volatile 
storage device for storing contents of the processor 
in the non-volatile storage upon occurrence of the 
power fail signal, means for restoring operation of 
the processor upon a second predetermined volt- 
age increase in the power source above the first 
predetermined voltage, the means for restoring in- 
cluding means for comparing a pattern of the con- 
tents in the non-volatile storage with a predeter- 
mined data pattern indicating a programmed elec- 
tronic remote data recorder, and for producing an 
enable signal when a pattern of the contents in- 
dicates that the processor has not been previously 
programmed, and means responsive to the enable 
signal for connecting programming data from an 
external source to the processor for initial program- 
ming thereof. 

A third aspect of the invention provides a data 
recording channel for an electronic remote data 
recorder comprising: a data memory, means for 
storing pulse data in the data memory, a data 
directory, means for storing in the data directory 
time and event-type data related to the pulse data 
in the data directory memory, and the time and 
event-type data being related to the stored pulse 
data to permit after-the-fact reconstruction of time 
information in the data memory. 

A fourth aspect of the invention provides a data 
recording channel for an electronic remote data 
recorder comprising: a data memory, means for 
storing pulse data in the data memory, a first-in- 
first-out register, the pulse data passing through 
the first-in- first-out register before being stored in 
the data memory, and means responsive to data 
communication in progress for storing incoming 



data in the first-in-first-out register, whereby sta- 
tionary data is transmitted during the data commu- 
nication. 

A fifth aspect of the invention provides an 

s electronic remote data recorder for recording data 
in a using facility, the using facility including at 
least one function controlled by at least one prog- 
rammable switch responsive to signals from the 
electronic remote data recorder, comprising: means 

10 for controlling the at least one programmable 
switch in response to a clock, a programmable 
switch library including a relationship of a condition 
of the at least one programmable switch and at 
least one time, and means responsive to power 

1$ restoration following a power outage for controlling 
the at least one programmable switch according to 
a content of the programmable switch library. 

A sixth aspect of the invention provides ap- 
paratus for sharing a single telephone line among 

20 at least first and second MODEM, comprising: the 
first MODEM including a first line sharing circuit 
associated therewith, the second MODEM including 
a second line sharing circuit associated therewith, 
the first and second line-sharing circuits simulta- 

25 neously monitoring the same telephone line, the 
first line-sharing circuit being a master, the second 
line-sharing circuit being a slave, means in the first 
line-sharing circuit for responding to an incoming 
call on a telephone line with an answer signal, 

30 means in the second fine-sharing circuits for rec- 
ognizing a first unique Identity code and for pro- 
ducing an answer signal in response thereto, the 
first line-sharing circuit including means for rec- 
ognizing the first unique identity code and for extin- 

35 gulshing its answer signal in response thereto, 
whereby control of communications is transferred 
to the second MODEM, means in the first line- 
sharing circuits for recognizing a second unique 
identity code and for producing an answer signal in 

40 response thereto, and the second line-sharing cir- 
cuit including means for recognizing the second 
unique identity code and for extinguishing its an- 
swer signal in response thereto, whereby control of 
communications is transferred to the first MODEM. 

45 A better understanding of the present invention 
will become apparent from the following illustrative 
description read in conjunction with the accom- 
panying drawings, in which like reference numerals 
designate the same elements. 

so Fig. 1 is a simplified global block diagram of 

an energy-using facility whose data is stored and 
communicated to a metering data center by an 
electronic remote data recorder according to an 
embodiment of the invention. 

55 Fig. 2 is a simplified block diagram of the 

electronic remote data recorder of Fig. 1. 

Rg. 3 is a block diagram of a data storage 
device of Rg. 2. 
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Fig. 4 is a logic diagram of a power fail and 
recovery circuit of Rg. 3. 

Fig. 5 is a logic diagram of a data storage 
channel of Fig. 3. 

Fig. 6 is a block diagram of a communica- 
tions control circuit of Fig. 2. 

Fig. 7 is a simplified schematic diagram of a 
telephone system with which an other-phone detec- 
tor of Fig. 6 is employed. 

Fig. 8 is a curve showing typical variations in 
voltage on a typical telephone line, as seen by the 
other-phone detector of Fig. 7. 

Fig. 9 is a block diagram of the other-phone 
detector of Fig. 7. 

Fig. 10 is a block diagram of the signal 
conditioner of Fig. 9. 

Fig. 11 is a simplified block global diagram 
of a plurality of electronic remote data recorders 
including means fcr all recorders to be polled on a 
common telephone line without mutual interference. 

Referring to Fig. 1, an electric energy con- 
sumer 10 which may be, for example, a business, 
residential or manufacturing establishment. Electric 
energy consumer 10 includes electricity-consuming 
equipment (not shown) whose energy consumption 
is measured by one or more kilowatthour meters 
12, 14 and 16. As represented by the vertical 
dashed line between kilowatthour meters 14 and 
16, electric energy consumer 10 may contain any 
required number of kilowatthour meters. 

One skilled in the art will recognize that meter- 
ing of energy consumption may take other forms 
besides kilowatthour metering. For example, some 
utility systems may be interested in measuring 
kilovoltampere hours instead of. or in addition to, 
kilowatthours. In addition, a large installation is fre- 
quently metered on a time-of-use and/or demand 
basis. Thus, instead of kilowatthour meters 12, 14 
and 16 metering energy consumption from different 
loads, they may all be applied to metering different 
aspects of energy consumption of a single load. 
For example, if kilowatthour meter 14 Is changed 
from a kilowatthour meter to a kilovoltampere hour 
meter monitoring the same load as kilowatthour 
meter 12, then both the real and reactive compo- 
nents of the load are monitored. Further, if kilowat- 
thour meter 14 is changed from a kilowatthour 
meter to a kilowatthour demand or kilovoltampere 
hour demand meter, three different aspects of the 
load consumption are measured. 

It is conventional in electric energy metering to 
produce output pulses, each of which memorializes 
the consumption of a predetermined quantum of 
the aspect of electric energy being metered. The 
pulses conventionally consist of switch closures of, 
for example, a mercury-wetted relay, solid state 
relay, or optical sensor. The output pulses are 



connected from kilowatthour meters 12, 14 and 16 
on lines 18, 20 and 22, respectively, to an elec- 
tronic remote data recorder 24. 

Data is communicated between electronic re- 

5 mote data recorder 24 and a metering data center 
26 on a telephone line 28. 

Referring now to Fig. 2, electronic remote data 
recorder 24 contains a data storage device 30 and 
a communications control unit 34. Data storage 

w device 30 receives and stores data pulses incom- 
ing on lines 18, 20 and 22. In addition to data 
pulses, storage of time-dependent data such as, for 
example, data from which demand or time-of-use is 
to be reconstructed, may also be accompanied by 

is data indicating the times at which the time-depen- 
dent data is produced. For economy, a conven- 
tional telephone instrument 36 may share use of 
telephone line 28 with electronic remote data re- 
corder 24. 

20 The data in data storage device 30 is updated 
each time a data pulse is received. If a period 
during which data is read out of data storage 
. device 30 encompasses a time when an input 
pulse is received by data storage device 30, an 

25 ambiguity may result in the data sent out on tele- 
phone line 28. Data storage device 30 includes 
means for preventing such ambiguity by freezing a 
snapshot of the data in data storage device 30 at 
the instant that data communications begins. Thus. 

30 an internally consistent set of data is available for 
transmission to metering data center 26. New data 
pulses occurring during a transmission are not dis- 
carded; completion of their entry into data storage 
device 30 is merely delayed until the end of trans- 

35 mission. Then, they are added to the data, whereby 
they are available for transmission at the next 
readout. 

Communications control unit 34 performs the 
functions required to permit access to the stored 

40 data in data storage device 30 and those required 
to prevent conflict in shared use of telephone line 
28 with telephone instrument 36. These functions 
include a MODEM (modulator-demodulator) for 
converting serial binary (on-off) data to tone data 

45 suitable for transmission on telephone line 28. off- 
hook detection by a user of telephone instrument 
36 and data security. Besides these functions, 
communications control unit 34 may be pro- 
grammed to initiate a call to metering data center 

so 26 under certain circumstances. Such circum- 
stances may include, for example, the occurrence 
of a power outage and restoration, detected prob- 
ability of data corruption or scheduled routine data 
transmissions. Also, communications control unit 

55 34 may be enabled to receive and answer a call 
initiated by metering data center 26, whereby spe- 
cial interrogation, troubleshooting or programming 
may be performed without requiring an on-site visit. 
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An optional programmable switch assembly 38 
is provided for controlling external functions of a 
using facility such as. for example, lighting, blow- 
ers, air conditioners or heating plants. In one em- 
bodiment of the invention, programmable switch 
assembly 38 contains a plurality of switches con- 
trolled according to time of day to control the 
above functions in an energy-management system 
for automatic control and for reducing peak loads. 
Programmable switch assembly 38 receives time 
information on a line 40. The outputs of program- 
mable switch assembly 38 are connected on a line 
42 to the controlled elements, the exact identifica- 
tion of which are unimportant to the present disclo- 
sure. 

Referring now to Fig. 3, data storage device 30 
includes a plurality of data storage channels 44, 46 
and 48 for receiving and storing pulse data from 
lines 18, 20 and 22, respectively. Data storage 
device 30. as well as the remainder of electronic 
remote data recorder 24, operates under control of 
a central processing unit 50 which may be, for 
example, a suitably programmed microprocessor. 
Central processing unit 50 receives a signal on a 
line 123 indicating that a telephone has gone off 
line in the consumer's facility. In response to this 
information, central processing unit 50 may pro- 
duce a signal requiring that its MODEM (not shown 
in Fig. 3) go off line to permit access to the 
telephone line by another user. In addition, central 
processing unit receives a sample of an AC line 
voltage for use in its internal timing functions. 

A programmable switch library 52 contains in- 
formation governing control of programmable 
switch assembly 38 according to time. The data in 
programmable switch library 52 may be changed 
by control signals on a line 54 from central pro- 
cessing unit 50. 

A power fail detection and recovery unit 56 
receives a sample of the AC line voltage available 
to electric energy consumer 10 on a line 58. In the 
event that a voltage condition is detected which 
threatens valid processing of data, power fail detec- 
tion and recovery unit 56 produces a number of 
signals for application on lines 60 and 62 which 
bring processing to a halt in processor 50 before 
even further lowering of line voltage can produce 
data corruption. Power fail detection and recovery 
unit 56 also detects a voltage condition indicating 
restoration of power. The signals on lines 60 and 
62 enable resumption of normal operation with due 
regard for tagging the data in data storage chan- 
nels 44, 46 and 48 with indications of the power 
outage, in order to permit resumption of the accu- 
mulation of pulse data inputs. Lines 62a and 62b 
communicate the condition of the line voltage to 
other elements in electronic remote data recorder 
24, as will be seen in the following. 



All time-dependent functions in data storage 
device 30, as well as elsewhere in electronic re- 
mote data recorder 24, are controlled according to 
a master timing signal produced by a system clock 

5 64. System clock 64 is preferably backed up by a 
long-life battery (not shown) to permit it to maintain 
synchronism with real time even when electronic 
remote data recorder 24 experiences a prolonged 
period out of service due. for example, to a lengthy 

w power outage. System clock 64 receives a control 
signal from central processing unit 50 as well as a 
power fail signal fed back from power fail detection 
and recovery unit 56. 

Central processing unit 50 receives a signal on 

rs a line 123 indicating that a second telephone has 
gone off hook while electronic remote data recorder 
24 is engaged in communications. In response to 
this signal, central processing unit produces a sig- 
nal effective for placing electronic remote data re- 

20 corder 24 on hook, thereby enabling another user 
in the facility to use the telephone. 

Data is read out from data storage channels 44, 
46 and 48 under control of signals from central 
processing unit 50, onto an output data line 66. 

25 Data is connected to central processing unit 50 on 
a data line 68. Programming data for central pro- 
cessing unit 50 is first connected on a program- 
ming data line 70 to power fail detection and recov- 
ery unit 56 which examines whether or not central 

30 processing unit 50 previously has been pro- 
grammed. If central processing unit 50 is in an 
unprogrammed condition, indicating that initial pro- 
gramming should be permitted, or if other required 
conditions are satisfied, the program data is con- 

35 nected from power fail detection and recovery unit 
56 to central processing unit 50 on line 60. If 
central processing unit 50 has been previously 
programmed, as indicated by the pattern of data 
therein, the condition of a write-protect switch in 

40 power fail detection and recovery unit 56, as well 
as other considerations, determines whether or not 
programming data is connected to central process- 
ing unit 50. 

Under most circumstances, it . Is not desirable 
45 to permit programming of central processing unit 
50 in response to an incoming telephone call. Even 
with password control, the danger of illegal entry to 
such a revenue-sensitive system makes such a 
prohibition a good choice. However, the need does 
so exist for reprogramming to permit, for example, 
resetting system clock 64 and for accommodating 
changes in tariffs. One technique permits reprog- 
ramming on a secure basis only during data com- 
munication initiated by electronic remote data re- 
55 corder 24 to metering data center 26 (Rg. 1). That 
is, at predetermined times, or in response to spe- 
cific events such as, for example, a malfunction or 
power outage, an auto-dial MODEM (not shown) in 
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electronic remote data recorder 24 is enabled by 
central processing unit 50 to dial the telephone 
number of metering data center 26. When such a 
communication is in progress, central processing 
unit 50 provides an enable signal on line 60 to 
power fail detection and recovery unit 56 bypass- 
ing the write-protect switch. After an automatic ex- 
change of passwords, electronic remote data re- 
corder 24 is enabled to communicate a trouble, or 
other message, to metering data center 26 and, 
while still connected, metering data center 26 is 
enabled to supply reprogramming data through, 
power fail detection and recovery unit 56 to central 
processing unit 50. 

Referring now to Fig. 4, a power fail/recovery 
threshold 72 receives the sample of the line volt- 
age from line 58. The term "sample of the line 
voltage" is intended to mean a voltage whose 
amplitude is related arithmetically to the actual AC 
line voltage available to electric energy consumer 
10. Such a sample may be the line voltage itself or 
the output voltage of the secondary winding of a 
transformer whose primary winding receives the 
line voltage. Although the particular voltages at 
which certain events take place are governed by 
the amplitude of the original line voltage, for con- 
creteness, it is herein assumed that the nominal 
value of the line voltage on line 58 is 115 volts 
RMS. 

Power fail/recovery threshold 72 produces two 
output signals, an AC OK signal on AC OK line 62a 
and a power fail signal on a power fail line 62b. 
When the line voltage is in a normal range exceed- 
ing about 80 volts RMS, the power fail signal on 
power fail line 62b enables central processing unit 
50 to continue collection of energy usage data. 
When the AC voltage drops below 80 volts RMS, 
the power fail signal applied to central processing 
unit 50 causes it to inhibit further collection of 
energy usage data. All data necessary for permit- 
ting electronic remote data recorder 24 to resume 
operation without loss of previously recorded data 
is contained in non-volatile storage 80. If the line 
voltage continues to drop below about 50 volts, the 
signal on AC OK line 62a causes central process- 
ing unit 50 to go into a sleep mode in which power 
is shut off to all components. 

After a power shutoff, when the line voltage 
increases beyond about 75 volts, the AC OK signal 
on AC OK line 62a enables central processing unit 
50 to command reconnection of power to all de- 
vices in electronic remote data recorder 24, but 
operation of electronic remote data recorder 24 
remains inhibited until the power-fail signal on pow- 
er fail line 62b returns to an enabling condition at 
about 92 volts RMS. The hysteresis between the 
voltage levels for removal and restoration of the 
power fail and AC OK signals prevents dithering. 



The circuits in power fail/recovery threshold 72 
are conventional threshold, gate and multivibrator 
devices with which everyone skilled in the art is 
completely familiar. It is believed that a detailed 

5 description thereof would lead only to prolixity and 
is thus omitted. 

When power fail signal resumes, the enable 
signal applied from power fail line 62b to an input 
of an AND gate 76 permits the contents of non- 

io volatile storage 80 to be fed through AND gate 76 
for examination in a CPU RAM status verification 
circuit 82. If the present application of power to 
electronic remote data recorder 24 is the first time 
that power has been applied following installation, 

is the pattern of data in non-volatile storage 80 is 
random, as opposed to the ordered pattern of data 
existing in storage 80 at all other times. If a dis- 
ordered pattern of data indicating an initial turn-on 
is found, CPU RAM status verification circuit 82 

20 applies an enable signal on a tine 84 to one input 
of an AND gate 86. A second input of AND gate 86 
receives program data from programming data line 
70 which may originate in metering data center 26 
(Fig. 1) or may be input from a local programmer. 

25 The output of AND gate 86 is applied through an 
OR gate 88 and line 60c to central processing unit 
50. Thus, upon initial startup of electronic remote 
data recorder 24, programming of central process- 
ing unit 50 is enabled. 

30 An inverted output of CPU RAM status verifica- 
tion circuit 82 is applied on a line 90 to a first input 
of an AND gate 92. The output of AND gate 76 is 
applied on a line 94 to a second input of AND gate 
92. An input on line 60a from central processing 

35 unit 50 indicates that an outgoing call is in 
progress. This indication of an outgoing call is 
connected directly to one input of an AND gate 96 
and, through an inverter 98, to a third input of AND 
gate 92. The output of AND gate 92 is connected 

40 through OR gate 88 to line 60c. The program data 
on programming data tine 70 is also applied to a 
second input of AND gate 96. The output of AND 
gate 96 is connected through OR gate 88 to line. 
60c. 

45 A write-protect switch 100 is a two-position 
switch having one terminal connected to an en- 
abling voltage + V and its other terminal connected 
directly to a line 84 and through an Inverter 102 to 
an input of AND gate 92. 

so Write-protect switch 100 is normally in the open 
condition, thereby permitting control of program- 
ming to take place under control of the outputs of 
CPU RAM status verification circuit 82 and the 
state of the signal on line 60a. When closed, write- 

55 protect switch 100 inhibits AND gate 92 and en- 
ables AND gate 86, regardless of the conditions of 
the outputs of CPU RAM status verification circuit 
82. This permits programming remotely over the 
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telephone line or on-site by an authorized person 
using, for example, a conventional optical interface 
such as one supplied by the General Electric Com- 
pany of the USA under the trademark Optocom. 
The program data is applied on programming data 
line 70 through enabled AND gate 86 and OR gate 
88 to line 60c from whence it is applied to central 
processing unit 50. 

The outgoing-call signal on line 60a, which 
may originate in a MODEM (not shown) or in 
central processing unit 50, permits programming 
data from programming data line 70 to be applied 
to central processing unit 50 even when write- 
protect switch 100 is in its inhibiting position and 
the condition is other than an initial startup. This 
makes electronic remote data recorder 24 prog- 
rammable during an outgoing call it has, but pre- 
vents programming during an incoming call. This 
offers a layer of security to program data, as de- 
tailed in the foregoing general description. 

In some installations, it is desirable to permit 
external programming during more than one post- 
installation programming session. Such a situation 
may include an installation procedure in which an 
installer performs testing using test data connected 
to power fail detection and recovery unit 56 from a 
local programming device. Following installation 
and checkout it may be desired to apply program- 
ming data, either locally, or from metering data 
center 26. representing the operational program- 
ming to be used in the actual collection of metering 
data In order to accomplish this, the first time 
write-protect switch 100 is placed in the closed 
position, central processing unit 50 recognizes this 
change in condition by setting a flag. Then, during, 
for example, the first incoming telephone call sub- 
sequent to setting the write-protect switch in the 
closed position, centra) processing unit 50 simu- 
lates an 21 outgoing call by placing an outgoing- 
call signal on line 60a After this second external 
programming opportunity, central processing unit 
no longer simulates an incoming call, and thus, the 
write-protect function goes into operation. 

If subsequent unscheduled reprogramming is 
required in the absence of an outgoing call, write- 
protect switch may be placed in the open position 
for a first programming opportunity. This restores 
the additional programming opportunity in the 
same manner as described following initial installa- 
tion. It can be foreseen that some installations may 
benefit from the availability of a predetermined 
number of external programming sessions in ex- 
cess of two. This is readily accomplished by pro- 
gramming central processing unit 50 to permit 
more than one additional programming session fol- 
lowing the first one after write-protect switch is 
closed. 

Referring momentarily to Fig. 3, data storage 



channels 44, 46 and 48 are identical, thus, the 
following description of data storage channel .44 will 
serve as the description for ail. 

Referring now to Fig. 5, data storage channel 

5 44 includes a first-in first-out memory 104 receiving 
energy-consumption pulses on line 18 at one of its 
inputs and a signal on a line 106a indicating that 
data communication is in progress. An output of 
first-in first-out memory 104 is applied on a line 

10 107 to one input of an AND gate 108. An interval 
clock 109 receives system clock signals on a line 
110. At regular intervals, interval clock 109 applies 
an enable signal on a line 112 to a second input of 
AND gate 108, whereby the contents of first-in first- 

75 out memory 104 are passed through AND gate 108 
to update the contents of an interval data memory 
114. An interval data directory 116 receives a time 
signal from interval clock 109 on a line 118. In 
addition, interval data directory 116 receives a sig- 

20 naJ on a line 106b whenever a time reset or a 
program change occurs, and a power-fail signal on 
line 106c indicating that processing of data has 
been halted because of low voltage. Outputs of 
interval data memory 114 and interval data direc- 
ts tory 116 are applied to output data line 66. A data 
pointer is applied on a line 120 from interval data 
memory 114 to interval data directory 116. The 
data-communication signal on line 106a is also 
applied to interval data directory 116. 

30 During normal operation, in the absence of 

data communication, reset or power failure, first-in 
first-out memory 104 accumulates energy con- 
sumption pulses for a continuing sequence of fixed 
predetermined periods. At the end of each fixed 

35 predetermined period, the contents of first-in first- 
out memory 104 are read out through AND gate 
108 and stored as a number in interval data mem- 
ory 114. The number indicates the total energy 
consumed in the fixed predetermined period. For 

40 compact storage, interval data memory 114 is not 
required to store contemporary time signals. 

Interval data directory 116 stores three num- 
bers each time any of the following events occurs: 
data readout, time change, program change or 

45 power failure. One of the numbers is the time that 
the event occurs. Another number is a pointer 
indicating the current storage location being used 
in interval data memory 114. The third number is a 
flag indicating the type of event 

50 in a completely uneventful time between data 
readouts, interval data directory 116 contains only 
a single trio of numbers indicating the last time that 
a readout occurred. Given these numbers, and a 
date stamp indicating the time at which the readout 

65 occurred, all of the consumption data in interval 
data memory 114 can be related to the times they 
occurred. Accordingly, the data in interval data 
memory 114 is available with inferred contempora- 
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neous time data to analyze the load profile for 
time-of-use and demand billing. 

In the case of a power failure, two trios of 
numbers are stored: the power-failure time and the 
power-resumption time with their related pointers 
and flags. For example, if data storage channel 44 
employs an interval of 15 minutes and updates 
interval data memory 114 on one-minute bound- 
aries, a triggering event occurring at two minutes 
following the beginning of an interval essentially 
breaks the interval into a two-minute portion and a 
13-minute portion. The data pointer, event time and 
event flag stored in interval data directory 116 
permits interpretation of the data in interval data 
memory 114 without ambiguity. 

Referring now to Fig. 6, communications con- 
trol unit 34 includes an other-phone-detect circuit 
122, a telephone line-sharing circuit 124 and a 
MODEM 126 (modulator-demodulator). MODEM 
126 Is assumed to be a conventional device, pref- 
erably including an ability to answer an incoming 
call in response to a ringing signal and to initiate a 
call under control of signals from central process- 
ing unit 50. Since it is conventional, further descrip- 
tion of MODEM 126 is omitted herefrom. 

Referring now to Fig. 7, the problem to be 
solved by other-phone-detect circuit 122 is illus- 
trated. It is assumed that in order to be a good 
neighbor to another user of the telephone line, 
electronic remote data recorder 24 should relin- 
quish the line so that the- other user may use it if 
the other user indicates a desire to use the tele- 
phone line while it is being used by electronic 
remote data recorder 24 for data transmission. 
Other-phone-detect circuit 122 is connected across 
a telephone line 128 in parallel with telephone 
instrument 36. A telephone system includes a DC 
power source, here represented by a central station 
battery 130 having a fixed-voltage of from about 42 
to* about 56 volts. An equivalent resistor, represent- 
ing a line resistance 132, is shown in series with 
one side of telephone line 128 to other-phone- 
detect circuit 122. 

The resistance of line resistance 132 is variable 
in a given installation about a nominal value which 
may be from about 400 to about 1700 ohms. For 
present purposes, telephone instrument 36 is re- 
presented by a local load resistance 134. A hook 
switch 136 responds to removing telephone instru- 
ment 36 from Its cradle by connecting local load 
resistance 134 across telephone line 128. An inter- 
nal resistance of MODEM 126 is represented by a 
MODEM load resistance 138, which is placed in 
series with a MODEM hook switch 140. 

Several problems must be recognized and 
overcome before the desire of the other user to 
use the telephone line can be determined from 
local load resistance 134 being placed across tele- 



phone line 128 by closure of hook switch 136. In 
particular, it is necessary to recognize the condition 
produced when local load resistance 134 is placed 
across telephone line 128 while ignoring external 

5 events. External events are characterized either by 
relatively slow variations caused by fluctuation in 
central station battery 130 or line resistance 132 or 
by sharp spikes due, for example, to lightning 
strikes. An off-hook condition of telephone instru- 

w ment 36, in contrast, is evidenced by a sharp 
reduction in voltage across other-phone-detect cir- 
cuit 122 which thereafter varies slowly about Its 
lower value with possible positive or negative short- 
duration superimposed spikes. 

is The magnitude of the slowly varying external 
variations in source voltage and line resistance are 
such that a mere measurement of the voltage 
across telephone line 128 is insufficient to indicate 
whether or not local load resistance 134 is across 

20 telephone line 128 in parallel with MODEM load 
resistance 138. However, advantage is taken of the 
different detectable characteristics due to external 
sources and those due to telephone instrument 36 
going off hook. 

25 Referring to the curve in Fig. 8, three con- 
ditions which may be sensed by other-phone-de- 
tect circuit 122 are shown. With both telephone 
instrument 36 and MODEM 126 on hook, a voltage 
region 142 is seen to be slowly varying and may 

30 contain short-duration positive and/or negative volt- 
age spikes (not shown). When MODEM 126 goes 
off hook, the voltage is reduced as shown at 144. 
This voltage also includes a slow variation, in addi- 
tion to which, it may include one or more positive 

35 or negative spikes 146. When telephone instrument 
36 goes off hook in parallel with MODEM 126, a 
lower voltage region 148 begins with a sharp transi- 
tion 150 from the DC level of voltage region 144 to 
the DC level of voltage region 148. When voltage 

40 region 148 is detected by other-phone-detect cir- 
cuit 122, MODEM 126 relinquishes the line, there- 
by enabling line use by another user. 

In brief, other-phone-detect circuit 122 employs 
a comparison of a short-term average with a long- 

45 term average to detect the transition from voltage 
region 144 to voltage region 148. When the dif- 
ference between the short- and long-term averages 
exceeds a predetermined threshold for a predeter- 
mined period of time, a step transition is detected. 

so If the comparison fails, either in magnitude or the 
duration, detection does not occur. That is, the 
short-term average may respond to spike 146. but 
the long-term average does not The predeter- 
mined period of time is selected so that a transient 

55 event such as spike 146 passes, and the short- 
term average returns to agreement with the long- 
term average, before the end of the time period. 
This protects other-phone-detect circuit 122 from 
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responding to transient events. Also, if sharp transi- 
tion 150 is too shallow to indicate that telephone 
instrument 36 has gone off hook, an insufficient 
difference between the averages prevents trigger- 
ing other-phone-detect circuit 122. Both the short- 
-term and the long-term averages follow the normal 
slow variation in line voltage and thus avoid trigger- 
ing on this type of change. 

Referring to Fig. 9. other-phone-detect circuit 
122 consists of a signal-conditioner circuit 152 re- 
ceiving the telephone line voltage on telephone line 
128, and a step-change detector 154. The output of 
signal-conditioner circuit 152 is applied on a line 
171 in parallel to inputs of a long-term integrator 
158. The outputs of short-term integrator 156 and 
long-term integrator 158 are applied to inputs of a 
differential amplifier 160. The output of differential 
amplifier 160 is applied to the input of a threshold 
circuit 162. When threshold circuit 162 receives a 
predetermined difference signal lasting for at least 
a predetermined period of time, it produces an 
other-phone-detect signal to cause MODEM 126 
(Fig. 7) to go off line. 

The apparatus in Fig. 9 can be realized with 
any convenient technology. In particular, one 
skilled in the art would recognize that such appara- 
tus could be implemented in analog or digital form 
without departing from the spirit and scope of the 
invention. For concreteness, an embodiment of the 
invention is described in the following paragraphs 
using digital techniques for implementing step- 
change detector 154. 

Referring now to Fig. 10, signal-conditioner cir- 
cuit 152 includes an absolute value circuit 164 
receiving the telephone line voltage of either posi- 
tive or negative polarity and producing a unipolar 
output voltage having an amplitude corresponding 
to that of the telephone line voltage. One conve- 
nient implementation of absolute value circuit 164 
includes a conventional full-wave bridge rectifier 
circuit. The unipolar output of absolute value circuit 
164 is applied to an opto-isolator 166 which pre- 
vents large voltage transients on telephone line 128 
from affecting succeeding circuits. The output of 
opto-isolator 166 passes through a conventional 
level shifter 168 which adjusts the amplitude limits 
of the output of level shifter 168 before application 
to a voltage-to-frequency converter 170. 

Voltage-to-frequency converter 170 produces a 
square-wave output signal having a frequency re- 
lated to the voltage applied to its input The rela- 
tionship may be positive or negative. In a preferred 
embodiment, the output frequency of voltage-to- 
frequency converter 170 increases with increasing 
voltage. Stated another way, the period of the out- 
put pulses from voltage-to-frequency converter 170 
decreases with increasing voltage input. Voltage-to- 
frequency converter 170 may be a conventional 



timer such as, for example, a 555 timer, with suit- 
able external components. In the preferred embodi- 
ment, voltage-to-frequency converter 1 70 is a 
pulse-generating circuit capable of producing a 

5 square-wave output having about a 50 percent duty 
ratio over the entire frequency range. 

Returning now to Fig. 9. the functions per- 
formed by step-change detector 154 are done in a 
digital processor and, most preferably, in a micro- 

70 processor. The periods of the pulses from signal- 
conditioner circuit 152 may be measured in the 
processor by conventional means and the short- 
term and long-term averages logically illustrated as 
short-term integrator 156 and long-term integrator 

is 158 can be derived from the measured periods 
using conventional arithmetic techniques. A running 
difference between the two averages, logically illus- 
trated by differential amplifier 160, may also be 
taken by subtraction in the processor. Finally, the 

20 thresholding and delay functions logically, illustrat- 
ed by threshold circuit 162, can also be performed 
in the processor. 

The presence of absolute value circuit 164 
makes signal-conditioner circuit 152 and step- 

25 change detector 154 indifferent to the polarity of a 
step change or a transient When a telephone call 
is being dialled by electronic remote data recorder 
24, other-phone-detect circuit 122 continues to 
monitor the voltages on telephone line 128. If, 

30 during such dialling, another telephone instrument 
36 should go off hook, it is likely that a person 
listining on such an instrument would hear the 
dialling tones and would place that instrument on 
hook. As a good neighbor, it is desirable that, 

35 sensing that another user is attempting to place a 
telephone call, electronic remote data recorder 24 
should go on hook. Due to the presence of ab- 
solute value circuit 164, a sharp voltage transition 
produced by the other telephone going on hook, 

40 opposite in polarity to that shown in Fig. 8, is 
detected in the same manner described for another 
telephone going off hook during the body of a 
telephone session. Thus, other-phone-detect circuit 
122 produces a detect signal on line 123 causing 

45 electronic remote data recorder 24 to go on hook, 
thereby permitting the other user to proceed with 
its intended call. 

Referring now to Fig. 11, telephone line-sharing 
circuit 124 is an optional feature permitting a plural- 

50 ity of electronic remote data recorders 24, 24' and 
24* to be polled using a single shared telephone 
line without interfering with each other. One of 
electronic remote data recorders 24, 24 and 24* is 
considered a master and the remainder, slaves. For 

55 present purposes, electronic remote data recorder 
24 is considered to be the master, and electronic 
remote data recorders 24' and 24* the slaves. 
Outgoing calls may be initiated by any telephone 
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line-sharing circuit 124. For incoming calls, each 
telephone line-sharing circuit 124 responds to a 
unique code on telephone line 28 by turning on its 
transmitting carrier, whereby communications are 
initiated by placing the MODEM carrier on the line. 
It also responds to reception of a unique code of 
any of the other telephone line-sharing circuits 124, 
not its own. by turning off its carrier. 

A carrier is required from a MODEM before 
communications can be established. Upon the oc- 
currence of an incoming call, master telephone 
tine-sharing circuit 124 triggers its MODEM 126 to 
produce an answer carrier and to maintain it at 
least until communications are established. If the 
incoming call addresses master electronic remote 
data recorder 24, then communications can pro- 
ceed without further protocol, other than the normal 
security codes. Telephone line-sharing circuits 124 
and 124* monitor telephone line 28,. listening for 
their unique identification codes. If the incoming 
call is addressed to an electronic remote data 
recorder other than master electronic remote data 
recorder 24, once communications are established 
with MODEM 126, as noted above, the incoming 
call contains the unique code of the electronic 
remote data recorder being called. Master tele- 
phone line-sharing circuit 124, hearing an identity 
code other than its own, triggers MODEM 126 to 
turn off its earner. The slave telephone line-sharing 
circuit, hearing its own identity code, triggers its 
MODEM to turn on its answer carrier. The transition 
between the master and slave carriers is fast 
enough to permit the calling MODEM (not shown) 
to ignore any small gap in answer carrier which 
may occur during the changeover. 

The foregoing description has employed logical 
elements such as, for example, gates, comparators 
and threshold circuits, to illustrate the functions 
performed by the apparatus of the invention. It 
would be clear to one skilled in the art that sub- 
stantially ail of the described function may be per- 
formed by a suitable digital processor and such an 
embodiment is fully encompassed within the scope 
of the invention. 

Having described preferred embodiments of 
the invention with reference to the accompanying 
drawings, it is to be understood that the invention 
is not limited to those precise embodiments, and 
that various changes and modifications may be 
effected therein by one skilled in the art without 
departing from the scope or spirit of the invention 
as defined in the appended claims. For instance, 
the principles of the invention may be applied to 
meters metering commodities, other than electric- 
ity, such as water or gas. 



Claims 

1. A power fail detector and recovery apparatus 
for an electronic remote data recorder, said elec- 

5 tronic remote data recorder including a processor 
therein, comprising: 

means for producing a power failure signal in re- 
sponse to a first predetermined voltage reduction in 
a power source to said electronic remote data 
w recorder; 

said electronic remote data recorder being respon- 
sive to said power failure signal by halting opera- 
tion of said processor; 

a non-volatile storage device for storing contents of 

rs said processor in said non-volatile storage device 
upon occurrence of said power failure signal; 
means for restoring operation of said processor 
upon a second predetermined voltage increase in 
said power source above said first predetermined 

20 voltage; 

said means for restoring including means for com- 
paring a pattern of said contents in said non- 
volatile storage with a predetermined data pattern 
indicating a programmed electronic remote data 

26 recorder, and for producing an enable signal when 
a pattern of said contents indicates that said pro- 
cessor has not been previously programmed; and 
means responsive to said enable signal for con- 
necting programming data from an external source 

30 to said processor for initial programming thereof. 

2. An electronic remote data recorder accord- 
ing to claim 1 , further comprising: 

a write-protect switch having first and second posi- 
tions; 

35 means responsive to said write-protect switch be- 
ing in said first position for preventing program- 
ming of said processor from an external source; 
and 

means responsive to said write-protect switch be- 
40 ing in said second position for permitting program- 
ming of said processor from an external source. 

3. An electronic remote data recorder accord- 
ing to claim 2, wherein said means responsive to 
said write-protect switch being in said first position 

45 further includes means for connecting program- 
ming data from an external source to said proces- 
sor for a predetermined number of times following 
placing said write-protect switch in said first posi- 
tion. 

so 4. An electronic remote data recorder accord- 

ing to claim 3 wherein said predetermined number 
of times is two times. 

5. An electronic remote data recorder accord- 
ing to claim 1 , further comprising means for permit- 

55 ting connection of programming data to said pro- 
cessor from a telephone line when a telephone call 
is initiated by said electronic remote data recorder. 
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6. A data recording channel for an electronic 
remote data recorder comprising: 

a data memory; 

means for storing pulse data in said data memory; 
a data directory; 5 
means for storing in the data directory time and 
event-type data related to said pulse data in said 
data directory memory; and 
said time and event-type data being related to the 
stored pulse data to permit after-the-fact recon- io 
struction of time information in said data memory. 

7. A data recording channel according to claim 
6, further comprising: 

a first-in-first-out register; 

said pulse data passing through said first-in first- 15 
out register before being stored in said data mem- 
ory; and 

means responsive to data communication in 
progress for storing incoming data in said first-in- 
first-out register, whereby stationary data is trans- 20 
mitted during said data communication. 

8. A data recording channel for an electronic 
remote data recorder comprising: 

a data memory; 

means for storing pulse data in said data memory; 25 
a first-in-first-out register; 

said pulse data passing through said first-in-first- 
out register before being stored in said data mem- 
ory; and 

means responsive to data communication in 
progress for storing incoming data in said first-in- 
first-out register, whereby stationary data is trans- 
mitted during said data communication. 

9. An electronic remote data recorder for re- 
cording data in a using facility, said using facility 
including at least one function controlled by at least 
one programmable switch responsive to signals 
from said electronic remote data recorder, compris- 
ing: 

means for controlling said at least one program- 
mable switch In response to a clock; 
a programmable switch library including a relation- 
ship of a condition of said at least one program- 
mable switch and at least one time; and 
means responsive to power restoration following a 45 
power outage for controlling said at least one prog- 
rammable switch according to a content of said 
programmable switch library. 

10. Apparatus for sharing a single telephone 

line among at least first and second MODEMS, so 
comprising: 

said first MODEM including a first line sharing 
circuit associated therewith; 
said second MODEM including a second line shar- 
ing circuit associated therewith; 55 
said first and second line-sharing circuits simulta- 
neously monitoring the same telephone line; 
said first line-sharing circuit being a master; 
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said second line-sharing circuit being a slave; 
means in said first line-sharing circuit for respond- 
ing to an incoming call on a telephone line with an 
answer signal; 

means in said second line-sharing circuit for rec- 
ognizing a first unique identity code and for pro- 
ducing an answer signal in response thereto; 
said first line-sharing circuit including means for 
recognizing said first unique identity code and for 
extinguishing its answer signal in response thereto, 
whereby control of communications is transferred 
to said second MODEM; 

means in said first line-sharing circuit for recogniz- 
ing a second unique identity code and for produc- 
ing an answer signal in response thereto; and 
said second line-sharing circuit including means for 
recognizing said second unique identity code and 
for extinguishing its answer signal in response 
thereto, whereby control of communications is 
transferred to said first MODEM. 
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